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Course Summary

In this course you will learn how to manage Azure subscriptions, secure identities, administer the infrastructure, configure
virtual networking, connect Azure and on-premises sites, manage network traffic, implement storage solutions, create and
scale virtual machines, implement web apps and containers, back up and share data, and monitor your solution.

MSDI Azure Administrator training provides you with a deep understanding of the entire administrative lifecycle in Azure
environments. This Azure course shows you how to maintain services related to computing, storage, network, and security.
Enhance your Azure Administrator skills and prepare to ace the AZ-104 Azure Administrator exam.

Course Objectives

This list contains the skills measured on the exam associated with this certification

Manage Azure identities and governance

Implement and manage storage

Deploy and manage Azure compute resources

Configure and manage virtual networking

Monitor and maintain Azure resources
Course Outline
Module 1: Identity
In this module, you will learn how to secure identities with Azure Active Directory, and implement users and groups.

Lessons

* Azure Active Directory
® Users and Groups

Module 2: Governance and Compliance

In this module, you will learn about managing your subscriptions and accounts, implementing Azure policies, and using Role-
Based Access Control.



Lessons

® Subscriptions and Accounts
® Azure Policy
* Role-based Access Control (RBAC)

Module 3: Azure Administration

In this module, you will learn about the tools Azure Administrator uses to manage their infrastructure. This includes the Azure
Portal, Cloud Shell, Azure PowerShell, CLI, and Resource Manager Templates. This module includes:

Lessons

Azure Resource Manager
Azure Portal and Cloud Shell
Azure PowerShell and CLI
ARM Templates

Module 4: Virtual Networking

In this module, you will learn about basic virtual networking concepts like virtual networks and subnetting, IP addressing,
network security groups, Azure Firewall, and Azure DNS.

Lessons

¢ Virtual Networks
IP Addressing
Network Security groups

Azure Firewall
Azure DNS

Module 5: Intersite Connectivity



In this module, you will learn about intersite connectivity features including VNet Peering, Virtual Network Gateways, and Site-
to-Site Connections.

Lessons

* VNet Peering
* VPN Gateway Connections
* ExpressRoute and Virtual WAN

Module 6: Network Traffic Management

In this module, you will learn about network traffic strategies including network routing and service endpoints, Azure Load
Balancer, and Azure Application Gateway.

Lessons

* Network Routing and Endpoints
® Azure Load Balancer
* Azure Application Gateway

Module 7: Azure Storage

In this module, you will learn about basic storage features including storage accounts, blob storage, Azure files and File Sync,
storage security, and storage tools.

Lessons

® Storage Accounts

Blob Storage

Storage Security

Azure Files and File Sync

Managing Storage

Module 8: Azure Virtual Machines



In this module, you will learn about Azure virtual machines including planning, creating, availability and extensions.
Lessons

* Virtual Machine Planning
* Creating Virtual Machines
¢ Virtual Machine Availability
* Virtual Machine Extensions

Module 9: Serverless Computing

In this module, you will learn how to administer serverless computing features like Azure App Service, Azure Container
Instances, and Kubernetes.

Lessons

* Azure App Service Plans
® Azure App Service

* Container Services

® Azure Kubernetes Service

Module 10: Data Protection

In this module, you will learn about backing up files and folders, and virtual machine backups.
Lessons

* File and Folder Backups
* Virtual Machine Backups

Module 11: Monitoring

In this module, you will learn about monitoring your Azure infrastructure including Azure Monitor, alerting, and log analytics.

Lessons



® Azure Monitor

* Azure Alerts

* Log Analytics

* Network Watcher
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Company Overview

Who We Are: Magna Skills is a premier training and capacity-building organization specializing in professional development
for government institutions, NGOs, and the private sector.

Our Mission: To provide world-class training solutions that equip professionals with the expertise needed to excel in their
careers and contribute meaningfully to their organizations.

Our Vision: To be the leading provider of professional training and development across Africa, fostering excellence,
innovation, and capacity-building in public and private sectors.

Core Values

Excellence — Delivering high-quality training tailored to meet the evolving needs of professionals.

Integrity — Upholding the highest ethical standards in all our engagements.

Innovation — Embracing new technologies and methodologies to enhance learning experiences.
® Customer-Centric Approach — Ensuring client satisfaction by providing relevant, practical, and impactful training.

Collaboration — Partnering with industry experts and institutions to provide the best learning opportunities.

Our Training Methodology



We use a blended learning approach that includes instructor-led training, case studies, workshops, and post-training support.

Why Choose Magna Skills?

Experienced Trainers

Customized Training Solutions
* Interactive Learning

Global Recognition

Proven Track Record



Request for Training Form

Complete the form and share with Magna Skills Support Team on email info@magnaskills.com or Send Whatsapp on:
+27630079022

Approval & Authorization

First Name: Course Name:

Last Name: Training Venue:

Mobile: Month:

Email: Training Method: Onine[ ] Faceto Face[ ]
Company Name: Duration:

Country: Number of Staff Members:

By signing this agreement, both parties confirm their commitment to the terms outlined in this proposal.



