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Course Summary

The Certified Ethical Hacker (CEH) course offered by Magna Skills is a comprehensive and hands-on training program
designed to equip individuals with the skills and knowledge required to identify, exploit, and mitigate vulnerabilities in computer
systems, networks, and applications. This course is perfect for IT professionals, security analysts, network administrators, and
anyone interested in understanding the tools and techniques used by malicious hackers in order to strengthen organizational
cybersecurity defenses.

Course Objectives
By the end of this course, participants will:

* Understand the ethical hacking process and its importance in modern cybersecurity.
® | earn various hacking techniques and tools used by malicious actors.
® Gain practical experience in performing penetration testing and vulnerability assessment.

Develop skills to identify and assess system vulnerabilities, weaknesses, and threats.

Learn how to secure networks, systems, and applications against cyber threats.

Understand the legal and ethical considerations of ethical hacking.

Prepare for the Certified Ethical Hacker (CEH) certification exam.

Course Outline
Module 1: Introduction to Ethical Hacking

® Understanding ethical hacking and its scope
* Types of hackers and their motivations
® The hacking lifecycle and phases

Module 2: Footprinting and Reconnaissance

* Gathering information using passive and active techniques
® Social engineering tactics for information gathering
* Tools and resources for footprinting

Module 3: Scanning and Enumeration

* Network scanning techniques and tools



® Enumerating network resources and services
* Banner grabbing and SNMP enumeration

Module 4: System Hacking

* Password cracking and techniques
® Escalating privileges and gaining unauthorized access
* Hiding files and covering tracks

Module 5: Malware Threats

* Types of malware: viruses, worms, Trojans, and more
* Malware analysis and reverse engineering basics
® Detecting and removing malware infections

Module 6: Network Sniffing and Analysis

* Packet sniffing concepts and tools
* Analyzing network traffic for vulnerabilities
® Securing against network-based attacks

Module 7: Social Engineering

* Psychology of social engineering attacks
* Phishing, pretexting, tailgating, and baiting techniques
* Creating a strong security awareness program

Module 8: Web Application Security

* Common web application vulnerabilities (SQL injection, XSS, CSRF, etc.)
* Testing web applications for security flaws
* Securing web applications and APIs

Module 9: Wireless Network Security

* Wireless encryption and authentication protocols
* Wi-Fi vulnerabilities and attacks
® Securing wireless networks and devices



Module 10: Cryptography

® Basics of cryptography and encryption algorithms
* Digital signatures and certificates
* Cryptanalysis techniques and attacks

Module 11: Cloud Security

® Cloud computing models and security concerns
¢ Securing cloud environments and data
® Cloud-specific vulnerabilities and best practices

Module 12: Incident Response and Recovery

® Developing an incident response plan
* Investigating and containing security breaches
® Business continuity and disaster recovery strategies

Module 13: Legal and Ethical Considerations

* Laws and regulations related to hacking and cybersecurity
¢ Ethical guidelines for ethical hackers
® Reporting vulnerabilities responsibly
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Company Overview

Who We Are: Magna Skills is a premier training and capacity-building organization specializing in professional development
for government institutions, NGOs, and the private sector.

Our Mission: To provide world-class training solutions that equip professionals with the expertise needed to excel in their
careers and contribute meaningfully to their organizations.

Our Vision: To be the leading provider of professional training and development across Africa, fostering excellence,
innovation, and capacity-building in public and private sectors.

Core Values

Excellence — Delivering high-quality training tailored to meet the evolving needs of professionals.

Integrity — Upholding the highest ethical standards in all our engagements.
* Innovation — Embracing new technologies and methodologies to enhance learning experiences.
® Customer-Centric Approach — Ensuring client satisfaction by providing relevant, practical, and impactful training.

Collaboration — Partnering with industry experts and institutions to provide the best learning opportunities.

Our Training Methodology

We use a blended learning approach that includes instructor-led training, case studies, workshops, and post-training support.

Why Choose Magna Skills?

Experienced Trainers

Customized Training Solutions
* Interactive Learning

Global Recognition

Proven Track Record



Request for Training Form

Complete the form and share with Magna Skills Support Team on email info@magnaskills.com or Send Whatsapp on:
+27630079022

Approval & Authorization

First Name: Course Name:

Last Name: Training Venue:

Mobile: Month:

Email: Training Method: Onine[ ] Faceto Face[ ]
Company Name: Duration:

Country: Number of Staff Members:

By signing this agreement, both parties confirm their commitment to the terms outlined in this proposal.



